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Risk Assessment & Control Coordination for AI services :

Case08 Cancer Diagnostic Al

Institute for Future Initiatives, The University of Tokyo
Technology Governance Research Unit
AI Governance Project




How to operate the RCModel
- Risk Assessment & Control Coordination -

Define the “values and objectives to be achieved” by AI services
Risk

Assessm

ent

Examination of significant risk scenarios

Examine the risk chain (relation of risk factors) for each important risk scenario

Control

Coordinat Consider risk control according to the risk chain
ion

Organize the roles of each stakeholder based on the examination of each risk chain




Guide book and Case Studies of Risk Chain Model

Al Service and Risk Coordination Study Group
https://ifi.u-tokyo.ac.jp/en/projects/ai-service-and-risk-coordination/

Institute for Future Initiatives
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How to use Risk Chain Model

Risk Chain Model (RCModel) Guide Verl.08[A

Case Study

*These are fictional case studies below and don’t raise issues or

assure for any company or Al service.

Case0l.Recruitment Al (2021/07)AA
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Case08 : Cancer Diagnostic Al

- Define the “values and objectives to be achieved” by Al services -

An early cancer detection service using deep learning.

It uses multimodal learning, incorporating patient medical history/heredity info (Data 1) and endoscopic images (Data 2) to
perform real-time highlighting of places with high likelihood of cancer during endoscope medical examinations. Physicians observe
output images and judge the possibility of cancer.

[Values & Objectives]
m Early cancer detection
m Cooperation with physicians

B Social responsibility as a medical institution

[Flow of Actual Operations using Al Services]
@ The patient undergoes a medical interview prior to the endoscopic exam.
@ Patient medical history/heredity info (Data 1) is created from medical charts (medical history/heredity) and the medical interview.

® During the endoscopic medical exam by a physician, Data 1 and Data 2 are fed into a deep learning model, and performs real-time highlighting of
places on endoscopic images with high likelihood of cancer.

@ The physician observes the interior of the patient's body, including corresponding images, and performs appropriate judgment/medical treatment.

Uses a multimodal deep neural network (DNN), and is composed of a network that incorporates the following two types of data, and a network that
outputs abnormal places in images in real time. Model development and execution environment is developed by contractor, Company A. The physician
gives feedback for labels of AI model judgment result veracity. Sequential learning is not implemented, but additional learning and re-learning is
implemented in cases where accuracy degrades significantly after use.

Data 1: Table data built from patient medical chart and medical exam '
Data 2: Endoscope camera image



Case08 : Cancer Diagnostic Al

- System Overview -

Company A) AI model development department Develop Al for real-time detection of places with signs of early cancer

Real-time detection of early cancer sign locations during endoscope

Company A) Medical IT services department o
examination

Hisalizal InEfngen, gestelsstine] ineelics] Conduct medical examination while referencing Al detection results

physician
AI Development Environment Production Environment
[Developer] [AI Service Provider] [BL!S'ne.SS l_Jsel_‘s]
f Medical institution,
Company A, AI model Company A, Medical IT . . .
development department services department gastromtest!n_al medical
physician
AI model AI model
—  (medical —»  (medical
chart) \ AI model chart) \ Al model Diaanosis
(image (image J
recognition) recognition)
Al model AI model
(image) (image)
T Anonymize data T
of medical
institutions
. Endoscopic : Endoscopic
Medical chart image Medical chart camera




Case08 : Cancer Diagnhostic Al
- Input & Output -

[Input Data]

. Including

Human medical charts
(medical history, heredity, BR=E]gallale
etc.)

Human medical exam data Q=EIgallals] Data collected from medical institutions Medical institutions, gastrointestinal medicine  Yes
Endoscope image data Learning Data collected from medical institutions Medical institutions, gastrointestinal medicine  Yes

Human medical charts
(Cul=lellez|glisidelp 7 g (=lg=elia’” 8 Production  Data collected from medical institutions Medical institutions, gastrointestinal medicine  Yes

etc.)

N aellez NS Gl le el Production  Whenever used Medical institutions, gastrointestinal medicine  Yes
Endoscope image data Production = Whenever used Medical institutions, gastrointestinal medicine  Yes

Data collected from medical institutions

(judgment by pathological diagnosis) Medical institutions, gastrointestinal medicine  Yes




Case08 : Cancer Diagnhostic Al

- Input & Output -

[Output]

Output

Output Method

Expected Accuracy

User judgment

Output of
evidence information

Safety Risk

Connection with
external system

Protocol

Medical institution, gastrointestinal medical physician

Spots suspected of being cancer in endoscopic images

® Endoscopic image monitor: Highlights spots with suspicion of cancer in real-time
® Sub-screen: Highlights features with high influence on patient medical charts

® Photographic sensitivity (percentage of cancer images correctly judged to be cancer) over 80%

® Specificity (percentage of normal images correctly judged to be normal) over 90%

® Positive predictive value (percentage of images judged to be cancer that were actually cancer) over 85%
® Negative predictive value (percentage of images judged to be normal that were actually normal) over 85%

Yes (final judgment by physician)
Highlight noteworthy sections on screen
Yes (risk of misdiagnosis)

No

No
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Risk Assessment

- Examination of significant risk scenarios -

Values &

Objectives

Service Requirement

Risk Scenario

B AT prediction
. accuracy .
Ensu_rlr!g B Al robustness Ensu_rmg Overlooked early cancer due to insufficient Al prediction accuracy, generalized functionality
1-1 |prediction RO0O1 |prediction
erformance " Al erformance and robustness
P generalization P
functionality
Limits of
Real-time predictive Cannot perform appropriate medical examination due to limits of angle of field, endoscopic
- u L !
Early cancer 1-2 Diagnostics Performance | R002 processing camera frame, and Al examination speed
1 : -
detection ability
RO03 |Impact of noise |Noise interference prevents appropriate judgment
Response to B Al robustness ° ’ il s
1-3 |environmental |g IoT
changes RO04 Equipment Change of image specifications (resolution, image quality, format, etc.) due to change in
changes endoscopic camera prevents appropriate judgment
1-4 Protection from |® AI robustness ROOS Security Abnormal input of learning data or model changes caused by external attacks obstructs
external attack |® Security protection medical examination
B Al
] 2.1 Display of - Exﬂaln?b”éty RO06 .(ﬁverloiléln'gm Overlooked early cancer or other diseases (accidental discovery) due to lack of doubt in Al
Cooperation ~ |decision basis nderstandin iness the judgment
with g of user cannot judge
Physicians objectives
> (overhead Abpropriate Expanded
reduction 2.2 E)Izgmiirjlation B Al prediction ROQ7 overhead due Excessive detection increases pathological diagnoses by physicians and burden to patient
and Level accuracy to excessive bodies
appropriate detection
cooperation) . . . Alternative " . . .
5.3 Contingency B Switch during R008 |operation for When abnormalities occur due to Al performance degradation, etc., no switch to medical
Plan abnormalities agnormalities examinations by physician occurs, hindering examination operation




Risk Assessment

- Examination of significant risk scenarios -

Values &

Objectives

Service Requirement

Risk Scenario

Social

y of Medical
Institution

Explanation to

Cannot give adequate and rational explanations to patients who get cancer after getting a

Responsibilit

B Explainability RO09 patients negative medical exam result
3-1 |Accountability B Verifiabilit :
erinability RO10 Outward-facing |Cannot give appropriate explanation of Al service reliability, verification from time of
explanation development, etc.
3.2 Observance of RO11 Change of Cannot deal with standard or guideline changes at ministries, agencies or institutions
standards/rules standards/rules |(institution evidence reflected in Al model learning data)
RO12 E’i(ep;f:::‘z;;nﬁl External exposure of Al medical exam results regardless of the fact that physicians perform
i ] final judgment, causing misunderstandings in patients
3-3 Information Data results
Management management . o : . . . .
RO13 Privacy Law violation from use of personal information (patient images, medical exam results)

protection

without receiving use objective consent




Risk Assessment & Control Summary

- Organize the roles of each stakeholder based on the examination of each risk chain -

Environ

Control Summary

Values & : . Uncerta Caused
. Risk Scenario : mental RC
Objectives inly change  PYuser AI System AI Service Provider
Ensuring prediction Ensuring prediction performance | Validate model . .
ROO1 performance © i Ensuring verifiability AI model re-learning Alternative operation
Understanding of judgment
o o Performance assurance Judgment basis sub-screen responsibility
RO02 Limits of predictive o ® Performance record output Understanding of technological
rocessing abilit . Performance limitations
P 9 y Judgment basis output verification/improvement Implementation of appropriate
medical exam
1 Early Cancer Noise correction of image data (P:Zr:‘;edrii \C/Ieeraifri‘(':ra‘%/o S:O()r?gf dament
Detection R0O03 |Impact of noise O @) ® | Model robustness bosie Judg
Judgment basis output AI model re-learning
Definition of image specifications | PMDA approval equipment Eer;?)?)rr?;?bri]ltijtlcg of judgment
. Noise correction of image data | selection .
RO04 |Equipment changes © O o Ensuring model prediction Function change explanation Egﬁ%zggoﬁl(;n%ﬁf:fn?ng
performance Al model re-learning necessity
. . . Cause
ROO5 |Security protection Security management investigation/improvement
Understanding of judgment
S . ; responsibility
) R0O06 g‘ve;[(l)oklng I,llr.]edss O O [ J Judgment basis output g)llﬁg:]:ent basis sub-screen Understanding of Al expected
Cooperation € Al cannot judge P accuracy
with Review of medical exam places
Physicians Judgment basis sub-screen i}]b}se(giifir;;ofggg??;:'g?f
5 (overhead Expanded overhead Ensuring prediction performance |output Cog eration for excessive
reduction RO0O7 |due to excessive @) ) Judgment basis output Verify causes of excessive dete[z:tion situations
and detection Ensuring verifiability detection Verification of re-learning
appropriate Detection level definition necessity
cooperation) ] _ . - Transfer of system abnormalities . .
Alternative operation Ensuring pred|_ct|on performance Investigation of abnormality AIternatw_e operation
RO0O8 f b liti O O ) Judgment basis output causes Cooperation for system
or abnormalities Temporary system stoppage . abnormalities
Al model re-learning




Risk Assessment & Control Summary

- Organize the roles of each stakeholder based on the examination of each risk chain -

Values &
Objectives

Risk Scenario

Uncerta
131\Y

Environ
mental
change

Caused
by user

RC

AI System

Control Summary

AI Service Provider

Social

3 Responsibilit
y of Medical
Institution

Explanation to

Ensuring prediction performance

Essentials of explanations to
patients

Understanding of judgment
responsibility

R0O09 . O ) Judgment basis output Verification of judgment error i .
patients Ensgring verifiabiliq? causes Judg Implementation of appropriate
Display of necessary information medical exam
Record of data understanding Access rights management
. . Record of model performance Arrangement of information to
RO10 |Public explanation © d Record of verification from time |disclose
of development Public explanation
RO11 Change of o o JESSS;Z?'ItpEeadsligtfl?c;Sf uracy System gpdate Cooperation for standard/rule
standards/rules Ensuring verifiability Re-learning changes
Exposure of Al
R0O12 |medical exam O Data protection Professional ethics education Professional ethics education
results
RO13 |Privacy protection @) Data protection Compliance education Compliance education

Appropriate data handling




Organization

- Organize the roles of each stakeholder based on the examination of each risk chain -

Ministry of Health,
Labor and Welfare, PMDA
Institution (Medical Exam Guidelines)

- Responsible Persons -

Company A) Management

B Assessment of values and objectives
to achieve
m Risk control method approval

Company A) Legal/Compliance

B Professional ethics education
B Compliance education

- AI Service Provider - Company A) AI model development Medical institutions, - Users -
Company A, Medical IT services department gastrointestinal medicine Medical institution, gastrointestinal
department B Ensuring prediction performance medical physician
B Detection level definition B Model robustness B Understanding of judgment
B Judgment basis sub-screen output B Judgment basis output B Essentials of explanations to patients responsibility
B Camera cleaning/storage B Noise correction of image data B Display of necessary information W Ensuring Al knowledge
® Al model re-learning W Preservation of records from time of W Understanding of technological
B Verification of prediction accuracy development limitations _
- B Implementation of appropriate

Periodic verification of judgment )

basis Company A) Information Systems rSnetc)ﬂlcaI exam -
Department ub-screen confirmation

performance b Turn off Al prediction function

verification/improvement ; ;
/imp Implementation history preservation Appropriate data handling

B [nvestigation of abnormality causes - Alternative operation
m Verify causes of excessive detection | (W Performance assurance Verification o? re-learning necessit

. : B Performance record 9 Y
W Access rights settings _ m Tem tem st Cooperation for excessive detection
m PMDA approval equipment selection emporary system stoppage situations n
B Function change explanation ® Security management B Cooperation for system abnormalities [
B Transfer of system abnormalities ® Data protection m Cooperation for standard/rule changes
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Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Ensuring prediction performance
Overlooked early cancer due to insufficient Al prediction accuracy, generalized functionality and robustness

ROO1

Service Provider

Action

Al Sstem Commu tication Understand

User
Responsibilit Al
y Autonomy

Expectatlo ffectlvene Belf-
ss Jefense
User E1V|ronment

® Execute medical
exams manually when
re-learning is too slow

Data Al Model

-
Accuracy .
on
HD Ensurlng
adequate accuracy |

when learning

Application

Process
Integrity
E @ Record

usage logs Understand

System Environment
Stablllty Com;:?;ntla Availability Traceability ‘

Operation Management
Scalability Sustalnablll _
Accountabi

Data
Quality

Data
Bal ance

Capablllty

Agility ety
. ’

@ AI model
re-learning |

® Assess cause and
measures when model

prediction accuracy has
Fairness | degraded




Risk Control

- Consider risk control according to the risk chain -

ROO1

Ensuring prediction performance
Overlooked early cancer due to insufficient Al prediction accuracy, generalized functionality and robustness

Risk Control

@ [Accuracy] Ensure adequate accuracy rate
during learning (Company A, Al development
team)

@ [Traceability] Ensure log info during use
(Company A information systems department)

3 [Auditability] Assess causes and
countermeasures of model prediction accuracy
degradation (Company A medical IT services
department)

@ [Agility] Request Al model re-learning to
preserve adequate precision (Company A medical
IT services department)

® [Consensus] Make arrangements for alternate
manual operations when re-learning takes too
much time (Company A medical IT services
department)

® [User Responsibility] Make arrangements for
alternate manual operations (medical exams)
when re-learning takes too much time (Physician)

® [Controllability/Proper Use] Use alternate
manual operations (medical exams) when re-
learning takes too much time (Physician)




Control Coordination Step 3
- Examine the risk chain (relation of risk factors) for each important risk scenario -

Limits of predictive prqcessing_ ability o _ _ o
R002 Canncclat perform appropriate medical examination due to limits of angle of field, endoscopic camera frame, and Al examination
spee

Appropriate
medical

A exam/judgment
Proper Use |

Service Provider ® Acknowledge

Al System Communication JUdgment_ .
Al System responsibility
Al Model Application

User
Accuracy ® Judgment ocess y
basis info output |““?""
Expectatio
Robustnes Interpretabi | |
S lity
adequate —I

‘ I
Understand
ability
performance System Environment
L] I E—
ence
@ Performance

Operation Management record
BT ©) V/erification
Accountabi
lity

Understand

Data

Data
Quality
Ba .
® Ensuring

Consensus

@ Display
judgment basis

sub-screen

] ( e
® Understand technological
limitations, such as processing
speed and places endoscopic

cameras cannot capture
User Envirr,nment

@ Assess places to
examine oneself

Capability Traceability

@ Performance
improvement

Code of Conduct

Privacy Fairness

of performance
degradation




Risk Control

- Consider risk control according to the risk chain -

Step 4

Limits of predictive processin
Cannot perform appropriate me
speed

R0O02

d

ability

cal examination due to limits of angle of field, endoscopic camera frame, and Al examination

Risk Control

@ [Capability] Assure suitable processing speed
with the entire Al system (Company A, Al
development team)

@ [Traceability] Record performance burden
situation (Company A information systems
department)

® [Interpretability] Output judgment basis
(places of interest in image) (Company A, Al
development team)

@ [Understandability] Output judgment basis info
(places of interest in image) to sub-screen
(Company A medical IT services department)

© [Auditability] Confirm if performance
degradation occurs frequently (Company A
medical IT services department)

[Sustainability] Improve Al system processing
function to assure adequate performance
(Company A medical IT services department)

® [User Responsibility] Understand that
responsibility of final judgment lies with the
physician (Physician)

® [Expectation] Understand Al predictive process
speed and spots that cannot be captured with
endoscopic cameras (Physician)

@ [Awareness] Check for discrepancies between
highlighted parts displayed in real time and still
images output onto the sub-screen (Physician)

[Proper Use] Appropriately examine spots
marked by AI while covering for spots the
endoscopic camera cannot capture with other
medical examination methods (Physician)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Impact of noise

R0O03 MO : :
Noise interference prevents appropriate judgment

Service Provider

fgrtlgclii)n e Al \ stem Communication Understand Action

image data Al Model Application User
@ OUtpL‘It Of consensus Responsibilit Human Proper Use
Autonomy
Data ® Improvement of . decision baS|s Process Y
Quality model robustness information Integrlty

Data
BalancQ

Capability

"
lity

ability
System Environment

Stability Con?i?;ntla Availability

® Appropriate camera I g ® Periodic verification

cleaning/storage of judgment basis

Scalability Sustainabili
Y
Acco_untabl Dignity Fairness UL S
lity cy

Usability Expectatio Effectivene Self-
7 ss Defense
@ Record usage |ngerstand

logs during use

User Environment

Operation Management

Agility Auditability

@ AI model
re-learning




Risk Control

- Consider risk control according to the risk chain -

R003 Impact of noise

Noise interference prevents appropriate judgment

Risk Control

@ [Data Quality] Address degradation of image
data by noise correction (Company A Al
development team)

3 [Robustness] Use learning to enhance model
robustness (Company A Al development team)

@ [Interpretability] Output model judgment basis
(places of interest in image) (Company A, Al
development team)

® [Traceability] Ensure Al judgment result info
during use (Company A information systems
department)

@ [Sustainability] Clean camera with appropriate
methods (Company A medical IT services
department)

® [Auditability] Periodically check samples to see
if clear errors occur for places of interest in
images (Company A medical IT services
department + physician)

@ [Agility] Request AI model re-learning to
preserve adequate precision (Company A medical
IT services department)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Equipment changes

R004 Change of image specifications (resolution, image quality, format, etc.) due to change in endoscopic camera prevents
appropriate judgment

@ Final
judgment
recognition & Action

ser
Responsibilit UL
y Autonomy
Expgctatio Effectivene
n Ss

I ser EnV| ronment

® Ensure knowledge
needed to understand
Al models

Service Provider ® Function change
explanation from

new camera ation

© Ensuring
prediction RSV

performance Al Model I Application
Consensus

| @ Define learning
Robustnes D Connectivit
mJ Sl
Undelsta camera with
\ 7 PMDA approval

specifications
System Environment
Availability Traceability

new cameras @ Record usage
Operatlon Mane Iogs durlng use

@ Verify
accuracy of
new Al models

Noise correction

of image data —|

Data
Quality

® Verification
Prd of re-learning
necessit

Self-
Defense

@ Re-develop
Al models to

Capability

Code of Conduct




Risk Control

- Consider risk control according to the risk chain -

Equipment changes
R0O04
appropriate judgment

Change of image specifications (resolution, image quality, format, etc.) due to change in endoscopic camera prevents

Risk Control

@ [Connectivity] Define learning data image
specifications (resolution, brightness, etc.)
(Company A Al development team)

[Data Quality] Address degradation of image
data by noise correction (Company A Al
development team)

©® [Accuracy] Ensure adequate model prediction
functionality (Company A, Al development team)

[ Traceability] Ensure Al judgment result info
during use (Company A information systems
department)

@ [Correspondence] Select new cameras from
those with PMDA approval (Company A medical IT
services department)

® [Consensus] Explain function changes from
new cameras to physicians and ask for re-learning
judgment (Company A medical IT services
department)

@ [Sustainability] Re-develop AI models
corresponding to new camera (Company A
medical IT services department)

@ [Auditability] Verify prediction accuracy of new
AI model (Company A medical IT services
department)

@ [User Responsibility] Understand that final
judgment lies with the physician (Physician)

® [User Ability] Ensure required knowledge for
understanding of AI model functions (Physician)

® [Self-Defense] Judge the necessity of re-
learning (Physician)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Overlooking illness the AI cannot judge

RO06 Overlooked early cancer or other diseases (accidental discovery) due to lack of doubt in Al judgment

@ Appropriate
medical
4 exam/judgment

Self-
Defense
Zhvironment

L

Service Provider @ Acknowledge

— judgment
Al System Communication responsibility
Data Al Model Application
Data © Judgment o

judgment basis
Data Robustnes Interpretabi Connectivit
Balance s lity y

sub-screen
System Environment I

Understand
ability
Capability Stability C°”‘;'if;”“a Availability Traceability | |
@ Record usage

oo ks logs during use

Scalability S”“"’:‘y”ab"' Agility Acceis'b"” Auditability

Code of Conduct

Understand

User
Responsibilit Al
y Autonomy
Expectatio Effectivene
n Ss {

® Assess places to
® Understand examine oneself
cases where Al p\emmles

judgment is
difficult to
implement




Risk Control

- Consider risk control according to the risk chain -

RO06

Overlooking illness the AI cannot judge
Overlooked early cancer or other diseases (accidental discovery) due to lack of doubt in Al judgment

Risk Control

@ [Interpretability] Output model judgment basis
(places of interest in image) (Company A, Al
development team)

@ [Traceability] Ensure Al judgment result info
during use (Company A information systems
department)

® [Understandability] Output judgment basis info
(places of interest in image) to sub-screen
(Company A medical IT services department)

@ [User Responsibility] Understand that final
judgment lies with the physician (Physician)

(® [Expectation] Understand patient/iliness cases
where Al prediction is difficult to implement
(Physician)

® [Awareness] Judge places that should be
examined oneself according to the state of Al
detection generation, including places that cannot
be captured by endoscopic cameras (Physician)

@ [Proper Use] Appropriately examine spots
marked by AI while covering for spots the
endoscopic camera cannot capture with other
medical examination methods (Physician)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Expanded overhead due to excessive detection

ROO7 Excessive detection increases overhead of pathological diagnoses by physicians

Service Provider © Re-learning

Ensurin D
SDredictiong Al Quatem Communication V?T:g:’::fuon/.]lid Understand Action
¢
Data performance Al Model I Application User MiET . i
- @ Judgment Consensus Respo;3|bll|t P e g?cfaxtcice)rs]s:i\;]i;jgeéecuon
ata rocess
: A _
Quality ccuracy basis info output |y @ Display

judgment basis
sub-screen

Data
Balance
Understand
ability
@ Record usage

Operatlon ! logs during use \
Scalability SUSt?;nab'“ Agility Auditability

Code of Conduct ® Verify causes of
— excessive detection

xpectatio Effectivene Self-
n ss Defense

® Sub-screen
check

Robustnes Interpretabi
S lity

System Environment

‘ @ Revie

., appropriate
e detection levels

Connectivit
y

User EnV|ronment

® Turn off Al
prediction function




Risk Control

- Consider risk control according to the risk chain -

ROO7

Expanded overhead due to excessive detection
Excessive detection increases overhead of pathological diagnoses by physicians

Risk Control

@ [Accuracy] Implement learning to ensure
model prediction accuracy (Company A Al
development team)

@ [Interpretability] Output model judgment basis
(places of interest in image) (Company A, Al
development team)

® [Traceability] Ensure Al judgment history
(Company A information systems department)

@ [Understandability] Output judgment basis info
(places of interest in image) to sub-screen
(Company A medical IT services department)

[Auditability] Verify model functionality and
confirm reasons for excessive detection (Company
A medical IT services department)

© [Consensus] Assess whether the state of
judgment accuracy is explained and relearned
(Company A medical IT services department)

[Sustainability] Review appropriate detection
levels (model function) based on maintenance
costs (Company A medical IT services
department/Company A Al development team)

® [Awareness] Check highlighted parts displayed
in real time (Physician)

® [Controllability] Turn off display of Al prediction
results at the physician's judgment if it seems to
interfere with medical examination (Physician)

@ [Self-Defense] Cooperate with the development
side in the event that excessive detection is
evident and re-learning assessment is deemed
necessary (Physician)

© [User Responsibility] Understand the
appropriate detection level, and assess whether
re-learning occurs (Physician)




Control Coordination Step 3
- Examine the risk chain (relation of risk factors) for each important risk scenario -

Alternative operation for abnormalities _ _ _ o o
ROO8 When abnormalities occur due to Al performance degradation, etc., no switch to medical examinations by physician occurs,
hindering examination operation

Service Provider @ Arrangement

@ Ensuring : .

— or alternative :

A~ Communication - Understand Action
prediction  EESVAIERN operation

performance Al Model I Application I I User Human ® Cooperation
Judgment Consensus Respo;snblllt Autonomy for system
Expectatio Effectivene
n 55

sis info out abnormalities
4 ® Transfer of system s

Self-
Robustnes Interpretabi anno
s lity ® Record
usage logs
@ Temporary 1 abnormalities . A
User Eavironment

| during use
system it
(® Execute medical

suspension Correspond
ence \
Operation Management exams manually

Sustainabili | when re-learning is
Scalability us "’;'y”a . ey Srovbete Auditability | too slow
© Verify causes
Accountabi
lity

Data

Data
Quality
Data
Balance

@ Re-learning
implementation

Code of Conduct of performance

, . degradation
Privacy Fairness




Risk Control

- Consider risk control according to the risk chain -

Step 4

RO08
hindering examination operation

Alternative operation for abnormalities _ _ _ o o
When abnormalities occur due to Al performance degradation, etc., no switch to medical examinations by physician occurs,

Risk Control

@ [Accuracy] Implement learning to ensure
model prediction accuracy (Company A Al
development team)

@ [Interpretability] Output model judgment basis
(places of interest in image) (Company A, Al
development team)

® [Traceability] Ensure Al judgment history
(Company A information systems department)

@ [Availability] Render system temporarily
unusable (Company A medical IT services
department/Company A information systems
department)

@ [Consensus] Make arrangements for alternate
manual operations when re-learning takes too
much time (Company A medical IT services
department)

[Correspondence] Cooperate with other
physicians when system abnormalities occur
(Company A medical IT services department)

© [Auditability] Assess causes and
countermeasures of model performance
degradation (Company A medical IT services
department)

[Sustainability] Request Al model re-learning to
preserve adequate precision (Company A IT
services department)

@ [User Responsibility] Make arrangements for
alternate manual operations (medical exams)
when re-learning takes too much time (Physician)

® [Controllability] Use alternate manual
operations (medical exams) when re-learning
takes too much time (Physician)

® [Self-Defense] Cooperate with the development
side in the event that abnormalities are evident in
the system (Physician)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Explanation to patients

ROOS Cannot give rational explanations to patients who get cancer after getting a negative medical exam result

® Ensuri Service Provider ® Acknowledge
dr]sgrlng A\l System Communicatiow
prediction Al System responsibility

performance W‘
i ® Judgment Proper Use
Quality Accuracy basis info out
Data Robustnes Interpretabi
Balance S lity @
System Environment

Capability ' Stability C°”f|'i‘t’;”“a Availability Traceability
Operation Management

Scalability S”St"’:'y”ab'“ Agility Acceif'b”” Auditability I

Code of Conduct

© Display of
necessary
information

Action

Data

® Display judgment
basis sub-screen

Understand
ability
Correspond
ence

Verification
of judgment
error causes

@ Appropriate
medical
exam/judgment

User Eavironment

@ Essentials of
explanation for
patients




Risk Control

- Consider risk control according to the risk chain -

R0O09 Explanation to patients

Cannot give rational explanations to patients who get cancer after getting a negative medical exam result

Risk Control

@ [Accuracy] Implement learning to ensure
model prediction accuracy (Company A Al
development team)

@ [Interpretability] Output model judgment basis
(places of interest in image) (Company A, Al
development team)

@ [Traceability] Ensure Al judgment history
(Company A information systems department)

@ [Accountability] Assess essentials/content of
required explanations for patients (Hospital T)

® [Understandability] Output judgment basis info
(places of interest in image) to sub-screen
(Company A medical IT services department)

® [Consensus] Reach consensus on the fact that
final judgment lies with the physician (Company A
medical IT services department)

[Auditability] Assess causes of cases where
errors occurred in model judgment (Company A
medical IT services department)

© [Transparency] Disclosure necessary
information (Company A medical IT services
department)

® [User Responsibility] Reach consensus on the
fact that final judgment lies with the physician
(Physician)

@ [Controllability/Proper Use] Perform medical
examinations based on final judgment (Physician)




Control Coordination

- Examine the risk chain (relation of risk factors) for each important risk scenario -

Outward-facing explanation
Cannot give public explanation of AI service reliability
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Risk Control

- Consider risk control according to the risk chain -

RO10 Outward-facing explanation

Cannot give public explanation of AI service reliability

Risk Control

@ [Data Quality/Data Balance] Record data
distribution and understanding (Company A, Al
development team)

@
[Accuracy/Robustness/Generalization/Interpretabi
lity] Record model performance (Company A, Al
development team)

(3 [Traceability] Record verification results from
time of development (Company A, Al
development team)

@ [Accessibility] Establish access rights necessary
for safety inspections by medical institutions
(Company A, medical IT services department)

® [Auditability] Periodic implementation of safety
inspections (Hospital T & Company A medical IT
services department)

® [Transparency] Arrange information on the
assumption of public explanation (Hospital T &
Company A medical IT services department)

@ [Accountability] Explain to external
stakeholders as necessary (Hospital T & Company
A medical IT services department)




