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B EZITRAT D L2 IE LTz, 612, (c) EAFRAIFTHEZRFEE DIFHROELY
FTNZHONTH, —EHRREORGRIZL TV D,

210, BEDERIGMA~AOT 78 AZIER LA THD, £5.  (a) Hllx5
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% American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5, 123 Stat. 115 (2009).

T TERDBFICBIT DT VAN - T LYy I ~OWRE =T A ) O—FFH 5 — | IDF ks = 7
2113 5.

8 See, e.g., DHHS, Modifications to the HIPAA Privacy, Security, and Enforcement Rules Under the
Health Information Technology for Economic and Clinical Health Act, 75 FR 40868 (July 14, 2010);
Bricker & Eckler LLP, New HIPAA-HITECH Proposed Regulations Issued, Health Care Bulletin No. 10-06,
July 2010; New York State Psychiatric Association, Inc., Summary of the Health Information
Technology for Economic and Clinical Health Act (HITECH), Jan. 26, 2010.
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% See The Office of the Secretary, HHS, and the Food and Drug Administration, HHS, ANPRM: Human
Subjects Research Protections: Enhancing Protections for Research Subjects and Reducing Burden,
Delay, and Ambiguity for Investigators, 76 Fed. Reg. 44512-44531 (July 26, 2011). AN
B 2 ATENIERHE A O SWTIE, ROAT A REEOZ L, GregKoski, Changing the Rules or
Changing the Game?: Reflections on the ANPRM and Protection of Human Subjects in Research, Ethics
Grand Rounds, The Clinical Center, National Institutes of Health, 5 October, 2011, available at
http://bioethics. nih. gov/courses/ethgr/Koski. pdf

19 Bova, C., Drexler, D., & Sullivan-Bolyai, S., Reframing the Influence of the Health Insurance
Portability and Accountability Act on Research, CHEST. 2012;141(3):782-786.
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1 See, e.g., The Office of the Assistant Secretary for Planning and Evaluation, DHHS, Final Rule:
Standards for Privacy of Individually Identifiable Health Information, 62 Fed. Reg. 82, 462,
82,708-82, 712 (Dec. 28, 2000) (to be codified at 45 CFR Parts 160 and 164).

12 The Office of the Secretary, Department of Health and Human Services, Final Rule: Standards for
Privacy of Individually Identifiable Health Information, 67 Fed. Reg. 53, 181, 53,182 (August 14,
2002) (to be codified at 45 CFR Parts 160 and 164)

3 The Office of the Assistant Secretary for Planning and Evaluation, DHHS, Proposed Rule: Standards
for Privacy of Individually Identifiable Health Information, 64 Fed. Reg. 59,918, 59, 935-59, 937
(November 3, 1999) (to be codified at 45 CFR Parts 160 through 164).
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NTIHENWRNNLTHD, LA, HARFED Y R LERIEROFAMEEZ AT XS
LT ENRDOENTWD, 2D, EHEOEALTEZHE LTIV EARRE S
N5 Y RT KL Lo, )i CEREHROFAATREELIBR LTS E W) D5, H#
R EERAES DEE Th - 72",

P4 51T, EREREAEE L. FrEDBEHRARETUIEA LS EREHET D
STl < L BEDEA L ITIEEMAE DD Z LT, ETKEORRIZIL U E4
b & EREIEROFIH O Z KX AL AR L0 TH 5,

(2—2) B & Sz
HIPAA 7*Z A T 7 —HAIDOHIED BRI 10 O A 288 T, EALFIEIC OV TR
PEHINEE VI U, WERDPERIND L 212070, TIEYREL D b IFHEEHI
DHES LT 72012, ABIE®R E A EDED Lo Tm AEAL SN2 IET O EREHR D
BHIBAFRE SN DHEERHL MR- b Th D, AHHMRETH, HA
BREDOY ZAZNHRELND L1220, EROZ DB EZRIILITDHRY,

4 The Office of the Secretary, Department of Health and Human Services, supra note 12, at

82, 708-82, 712.

5 1d.

16 See, e.g., Milt Freudenheim, And You Thought a Prescription Was Private, N.Y. Times, Aug. 9, 2009;
John Timmer, Anonymized Genetic Research Still Carries Privacy Risks, Ars Technica , Oct. 6, 2009;
Emam, K. El, et al., Evaluating the Risk of Re—identification of Patients from Hospital Prescription
Records, Can J Hosp Pharm 2009;62(4) :307-319; Paul Ohm, Broken Promises of Privacy: Responding to
the Surprising Failure of Anonymization, 57 UCLA L. Rev. 1701 (2010).
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HIROITBHEEBANE D b gk S a7z, HITSFHRERTIL, @R RS O XIS D
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NHEICoTeDiE, T LD ETHD,

Q—3) EAL BT DA X v ADAFE
TAELD & RIEIZEN T, 2012 4F 11 A ITHEFREERREE X, BEAEHIECET 58
LWHA X AZ G LY, 20104E3 H 8 HE 9 HDOBEY —7 v a v bk, B
LZ2ES r HbRBL TS, BEEARDI, SEIAESNIZDIIHA F L AT LN
L ThDH, NEMIRIEE TH DL L IR ONENER ST D DT Tixaw,
FRREORIEA 1T, PERD HIPAA 7*F A T 7 o —HIAI DR A4 BARL L 721l 72\ od T
»H b,

7 TOM, Beyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health Through Research 63-64
(Sharyl J. Nass, et al., eds. 2009).

8 GAO, Prescription Drug Data: HHS Has Issued Health Privacy and Security Regulations but Needs

to Improve Guidance and Oversight, GAO-12-605, Jun 22, 2012, available at

http://www. gao. gov/assets/600/591807. pdf

9 DHHS, Workshop on the HIPAA Privacy Rule’ s De-Identification Standard, Mar. 8-9, 2010, available

http://www. hhs. gov/ocr/privacy/hipaa/understanding/coveredentities/De—-identification/deidentif

icationworkshop2010. html. See also Robert Gellman, The Deidentification Dilemma: A Legislative

and Contractual Proposal, 4th version, July 12, 2010; Daniel Barth—Jones, The Debate Over
‘Re—Identification’ Of Health Information: What Do We Risk?, Health Affairs Blog, August 10, 2012,

available at

http://healthaffairs. org/blog/2012/08/10/the—debate—over-re-identification—of-health-informati

on-what—do-we-risk/; HITRUST, HITRUST Working Group to Propose Standards for De-Identification of

Protected Health Information, Jul 11, 2012, available at

http://hitrustalliance. net/news/index. php?a=110

20 The Office for Civil Rights, DHHS, Guidance Regarding Methods for De—identification of Protected

Health Information in Accordance with the Health Insurance Portability and Accountability Act
(HIPAA) Privacy Rule, November 26, 2012, available at

http://www. hhs. gov/ocr/privacy/hipaa/understanding/coveredentities/De—identification/hhs_deid_

guidance. pdf
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KETIE, HIPAA 77 A T 7 & —HRIOHIE S 8170 5 EA LD TFIEIZ DWW TR E 225
MDY, HFBREEHEROREL L HLIEOAMER SN TEX DD, 2000 4F(
INFE ST BASHAILIE, BAIZE O b DIZETIIMZ 5TV, HIPAA 774 T 7
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BEAFRIERE R TH L Z L2 MT LHRET 25D TIIRY, &b & BIKRBISGIC
BOWTIIEREEZHETELI LN LARETHD, ERERIT. BENOFREEEZSED
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%Ef@%%w@@ﬁWM754ﬁ7v~ﬁ%@ﬁwwﬁﬁﬁ%%ﬁfé:&ﬁ<\
ZOFELEMSED &V FatETh 5, R OITBHERI ) H DKz S
SN ThH., IR I XELCTEOEF IR AT & 220> 72, #RECiE, 75
AT 7 o —REDRF 3 TH DL EDHRIOT | BUED L— VR EEFHROFH 2551 T
wéa%aihfwtﬁgfhé AR DOE IV TV R ILIE, HICEA
ZiRfb T 5 FEICE 2 AUTFH S 415 & ) B2 R Tldle o 72,

3. WMz #1323
WM U D BN T — 4 A4 & BRI BT SR 4775, 25 & b AL &
LCHESIE S & LT02Y, 14 & TRy | FNEORIEE 7 L b0 %%

2 1d. at 6-9.

2 Directive (EC) 95/46 of the European Parliament and of the Council of 24 October 1995

on the protection of individuals with regard to the processing of personal data and on the free
movement of such data [1995] 0JL281/31.
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1995 AR IR ST BRI 7 — Z (R HE ST, BEES B2 Ed w57 — X FIHO
Gtk 2 e — WG T 2 e & L CTEASZ, b e b &Ik, KIEO HIPAA ¥4 & 135
720 BRIEMOER SR BRIEMOBHIEIZOWTRIOBREZIZE AL T
WDN, BINT — X RS Th -T2, TOTD, BINT — X (RS TIXEREHR O
EFPCELILDOTFIEICOW T, FEEICERLN TV,

ASEIOBIETIH, b &b & ORINT — Z RFETED & 1T MR 2 7D R o
Do YmUXN Ry NU—F Y =D 4 AR TU R -arta—7 4 7REDH
A2 R R 2 B E 2 THE S LD UIETIEY, ERICHATLIHEN LV Zhotz, BT
T, FTWERZEN L, St TEREEOHEIZ OV THET 2, 61T, KR
BRIZCBET 2485 OBIED FHAPEIZ DWW CRBIZE 3 5,

(1) EE 72 IS DOEH
WIER D ) BEFGFL T REFHEIL, T 11 S THD®, TDHr b, EATADBHES
2N, KETIETKEFA - BREEO S &L T—RBEICEAINTND

O Av 740 LT IENELNDHERN] Ot TS U TEROFI R IZEIE S
T USROS SNAKERIC LY . Ao 54 v L TOF— 2 RH# ) =
JEIVEHLSTLIRD)

O SEREAICIEREZHET 520 TIER< HARE CREZREG LR TER
RNk,

2 Directive 2001/20/EC of the European Parliament and of the Council of 4 April 2001 on the
Approximation of the Laws, Regulations and Administrative Provisions of the Member States Relating
to Implementation of Good Clinical Practice in the Conduct of Clinical Trials on Medicinal Products
for Human Use [2001] 0OJL121/ 34.

2 Proposal for a Directive of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)COM(2012) 11 (January 25, 2012); Proposal for a Directive of
the European Parliament and of the Council on clinical trials on medicinal products for human use,
and repealing Directive 2001/20/EC, COM(2012)369 (July 17, 2012).

% F— H L] () OMEIZOWTIE, IRD 25D L ES&EIC LT, See Christopher Kuner, The
European Commission’ s Proposed Data Protection Regulation: A Copernican Revolution in European Data
Protection Law, Bloomberg BNA Privacy and Security Law Report (2012) Feb. 6, 2012, pp. 1-15; Viviane
Reding, The European data protection framework for the twenty—-first century, International Data
Privacy Law (2012) 2(3): 119-129.

% Buropean Commission, Why do we need an EU data protection reform?, Jan. 25, 2012, available at
http://ec. europa. eu/ justice/data—protection/document/review2012/factsheets/1_en. pdf
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FHE O HHY RIS SRR H 5,

O BRI TR SN2 TR T, WSO — T 0 2R 2RI 2 2450,
RN DOITENZ ¥ = 7 ECTEMRT a4, BRNOBRINEH S s,

O 25 LERITAICHT 2EMITRLE D,

O BEAGBIATEER T — & OB N ZAEFHITHAT 2 FEORLE R FEAaHE
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2" Directive (EC) 95/46 of the European Parliament and of the Council of 24 October 1995

on the protection of individuals with regard to the processing of personal data and on the free
movement of such data [1995] 0JL281/31, art. 8.

2 Proposal for a Directive of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)COM(2012) 11 (January 25, 2012).
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Bty @SR B O 7o OICNE TR A LI T 5356, OARANIZL > T TIC
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% Proposal for a Directive of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)COM(2012) 11 (January 25, 2012), at art. 4(12).

% Proposal for a Directive of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)COM(2012) 11 (January 25, 2012), at art. 9.

3 1d. at art. 9, sec. 2.

32 1d. at art. 9, sec. 3.

# 1d. at art. 17.

3 1d. at art. 20.
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b7 — 2R () OFNIEL 2o TNDLZ EITHE SR,
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® 1d. at art. 33.

% 1d. at art. 8, sec. 1 (a)-(c).
3 1d. at art. 81, sec. 2.

® 1d. at art. 82.

¥ Id. at art. 83.
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BRIR EWFGED 2 DOGH CAFINTHEHREZ > — L VAR T 5 7201, [FER
BEMATEL ZENLEE LW, KEIZBWTHIPAA 77 4 ¥ 7 v —HAI & EHE 4
ZAT TR S EHA L O OEEMHE R D DB NRED LN TNDD
& RIRRIT, BRIN T b B R & AFJE T Z oW L7 K9 AR SN TN H DT
H D,

(4) BRI I81T % & DB &
(4-1) epSOS

RN CIEEBIE R OF| AN BEIC O W T T ey =7 PR—ATHHEI LTV 5,
-eziE, a—a v RBEOREODA~Y— A —T P —7 ¢ A (European Patients
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Eoe7rmy s NoOBFEITIE, BRMNTTRAMBEN T e LB ERIZ OV T,
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fHfA & LCid, SMBEICT =2 2 o2 E S, 222 LT AED
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40 1d. at art. 83, sec. l.

% 1d. at art. 83, sec. 2.

4 Proposal for a Directive of the European Parliament and of the Council on clinical trials on
medicinal products for human use, and repealing Directive 2001/20/EC, COM(2012)369 (July 17, 2012).
B 1d. at art. 2 (19). See also Proposal for a Directive of the European Parliament and of the
Council on the protection of individuals with regard to the processing of personal data and on the
free movement of such data (General Data Protection Regulation)COM(2012) 11 (January 25, 2012),
at art. 4(8).

4 Interview with Professor Dr. Nikolaus Forgé at the Institut fiir Rechtsinformatik Gottfried Wilhelm
Leibniz Universitét Hannover on Nov. 1 and 2, 2012. See also Latham & Watkins Corporate Department,
European Commission Proposes Overhaul of EU Clinical Trials Legislation, July 30, 2012.

% Buropean Commission Article 29 Data Protection Working Party, Working Document 01/2012 on
epS0S, 00145/12/EN, Jan. 25, 2012.
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(4-2) EENZ BT D EAICE T DHa#DORFE

H O 1 ORFETREEE L, HEICBITHEAICET OIS X ZADRETH D,
KE O FREFE RIS D EALTEICET 2 A X A% AR L0 L RIRHIC, %[E
DIFHREELSER (Information Commissioner Office) (XELILIC L DT — X {5#
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REDOHA X AE, 2O0OFRTEETHD, F 11T, KITHHA LT —Z RER
HI () ob &Tix, FETEALOEENIL IS TV EWVORIUTAEE LIZS W
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4. FEOITR AT
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4 T1d.

4" UK Information Commission Office, Anonymisation: managing data protection risk code of practice,
Nov. 20, 2012.

% Interview with Professor Dr. Nikolaus Forgé at the Institut fiir Rechtsinformatik Gottfried Wilhelm
Leibniz Universitdt Hannover on Nov.1 and 2, 2012.

4 Compare The Office for Civil Rights, DHHS, Guidance Regarding Methods for De—identification of
Protected Health Information in Accordance with the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule, November 26, 2012, available at

http://www. hhs. gov/ocr/privacy/hipaa/understanding/coveredentities/De—identification/hhs_deid_
guidance. pdf and UK Information Commission Office, Anonymisation: managing data protection risk
code of practice, Nov. 20, 2012.
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% See, e.g., Paul M. Schwartz, The E. U. -US Privacy Collision: A Turn to Institutions and Procedures,
126 Harv. L. Rev. - (forthcoming 2013); Peter Swire & Yianni Lagos, Why the Right to Data Portability
Likely Reduces Consumer Welfare: Antitrust and Privacy, Maryland L. Rev. (forthcoming 2013);
Giovanni Sartor, Providers’ Liabilities in the New EU Data Protection Regulation: A Threat to
Internet Freedoms?, EUI Working Papers LAW No. 2012/24 (2012); Peter Cullen & Jean Gonié, 1995-
2012: from a directive to a regulation, the Microsoft perspective International Data Privacy Law
(2012) 2(3): 117-118; Viviane Reding, The European data protection framework for the twenty-first
century, International Data Privacy Law (2012) 2(3): 119-129; Peter Blume, Will it be a better world?
The proposed EU Data Protection Regulation, International Data Privacy Law (2012) 2(3): 130-136;
Gabriela Zanfir The right to Data portability in the context of the EU data protection reform
International Data Privacy Law (2012) 2(3): 149-162.

' See, e.g., The Office of the National Coordinator for Health Information Technology, DHHS
Celebrating the First Anniversary of the HITECH Act and Looking to the Future: February 2010;
European Commission, European countries on their journey towards national eHealth infrastructures
Final European progress report (Karl A. Stroetmann, Jérg Artmann, Veli N. Stroetman eds. nwith Denis
Protti, Jos Dumortier, Sarah Giest, Uta Walossek and Diane Whitehouse) (Jan. 2011).



