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Report on the Japan-US-Canada University Research Security and Integrity International Workshop

1. Overview and Objectives of the Workshop

On January 21, 2025, the "Japan-US-Canada University Research Security and Integrity International
Workshop" was held with the participation of university and government representatives from Japan, the
United States, and Canada. The objective of this workshop was to discuss ways of international cooperation

to ensure research security and integrity and to share practical approaches.

1.1 Importance of Research Security

The development of science, technology, and innovation necessitates international collaboration in research.
However, in recent years, the risk of research results being leaked or misused has increased, prompting
governments and universities to seek countermeasures. A key challenge is balancing research transparency
with security. Japan, the United States, and Canada introduced their respective policies and initiatives while

discussing future collaboration frameworks.

1.2 Opening Remarks and Keynote Reports

The workshop commenced with opening remarks from Executive Vice President Saito of the University of
Tokyo, followed by a video message from Minister of Economic Security and Minister in charge of Science and
Technology Policy, Representative Kiuchi.

2. Establishment of the University Research Security and Integrity Consortium

2.1 Concepts of Research Security and Integrity

One of the key topics of discussion at the workshop was ensuring research security and integrity. The term
"integrity" does not have a direct translation in Japanese but represents a contract between researchers and
society. It is essential to ensure research transparency and maintain a fair and trustworthy environment.
On the other hand, "security" refers to activities that protect the research community from risks such as the
misuse of research results and technical information. Recognizing and mitigating these risks is crucial for
maintaining research integrity.

2.2 Background of the Consortium Establishment

Recent years have seen increasing concerns about research misconduct and technological leaks both in Japan

and abroad. Examples include:

1. Foreign conflict of interest concerns: Risks of research results being skewed in favor of foreign organization



interests in joint research projects.
2. Technological information leaks: Unauthorized transfer of research data and know-how abroad.

3. Unintended co-authorship issues: Cases where researchers' names are used without their knowledge.

To address these issues, nine major universities, including the University of Tokyo, have established a
consortium. This initiative aims to enhance the participating universities' capacity to handle research
security and integrity issues, share risk information and best practices, and strengthen international

collaboration.

3. Research Security Initiatives in the United States

3.1 Case Study: Harvard University

US universities have been strengthening research security management. Harvard University has established

due diligence guidelines to assess risks associated with hiring researchers and engaging in joint research.

Harvard University's research security initiatives include:
- Due Diligence on researchers (reviewing past collaborations and funding sources)
- Strengthening research data protection (managing cloud storage and access permissions)

- Regular training on research ethics and compliance

3.2 US Government Policies

The US government has mandated universities to develop research security plans under National Security
Presidential Memorandum 33 (NSPM-33). Key measures include:

- Enhanced export controls (managing technologies with potential military applications)

- Intellectual property protection (preventing data leaks before patent applications)

- Collaboration with government agencies (facilitating information sharing between universities and the

government)

4. Research Security in Canada and the "Team Canada" Initiative

4.1 Research Security Fund

The Canadian government has established a CAD 25 million annual research security fund to support
universities. This fund is allocated to:

- Establishing security teams (deploying specialized teams within universities)

- Enhancing cybersecurity measures (introducing digital forensic analysis)

- Strengthening international cooperation (collaborating with Japanese and US universities)

4.2 Role of Team Canada



To reinforce research security in Canada, "Team Canada" was launched, involving 66 universities nationwide.
The initiative focuses on:

- Information sharing and risk assessment

- Conducting training for researchers

- Enhancing cooperation with government agencies

4.3 Canadian Government Initiatives

The Canadian government has developed guidelines based on principles such as:
- Risk-based approach

- Promotion of appropriate science

- Transparency

- Non-discrimination and harassment-free environment

- Collaborative development with the research community

Government ministries, research institutions, and other stakeholders collaborate to support universities'

efforts while emphasizing the importance of international cooperation.

5. Case Studies: Real-World Research Security Issues

5.1 Misuse of Smart City Surveillance Technology

A Canadian university developed Al-based traffic monitoring technology in collaboration with an
international company. However, concerns arose about its unintended use in a state surveillance program,

highlighting the risk of academic research being repurposed for political objectives.

5.2 Surveillance Balloon Project

A climate monitoring balloon project at a Canadian university was found to be funded by a military-affiliated

company, leading to its termination. The importance of verifying research funding sources was emphasized.

6. Panel Discussion

A panel discussion featuring government and university representatives from Japan, the US, and Canada
covered research security and integrity measures and inter-university and intergovernmental collaboration.
Key discussion points included:

- The importance of an integrated approach, leveraging existing initiatives while ensuring oversight by a
responsible authority

- A shift from rule-based to risk-based approaches**

- Providing researchers with tools to protect their work and prevent misuse**

ek

- Fostering a "research security culture

- Establishing shared principles, such as maintaining an open research environment, promoting



international collaboration, and aiming for reasonable risk mitigation

- Raising awareness among students and university personnel through continuous education and capacity
building

- Strengthening partnerships with like-minded countries and sharing best practices

7. Future Prospects and Challenges

7.1 Balancing Research Security

Mechanisms must be developed to secure research freedom while preventing unauthorized technology leaks.
7.2 Enhancing Transparency

Universities must improve transparency regarding research funding sources and joint research projects.

7.3 Deepening International Cooperation

Strengthening Japan-US-Canada collaboration and establishing a standardized research ethics and

information-sharing framework is crucial.
8. Conclusion
The workshop provided an opportunity to discuss international efforts in research security. While Japan has

initiated a consortium, continued inter-university and intergovernmental cooperation is necessary. Future

measures must ensure a balance between research freedom and security.



Recommendation based on workshop

1 Firstly, we recognized that the universities and governments of Japan, the United States and Canada share
the same basic values regarding the free and international nature of academic research, and that they also
share a common concern about the risks to research integrity that currently exist. We also recognized that it
would be very beneficial for the universities and government agencies of these three countries to cooperate,
and share their approaches, with each other through their respective university consortia and other
equivalent organizations. We will continue to discuss the specific details of this cooperation and consider the
framework for it.

1 Secondly, there was also discussion today about the concepts of research integrity and research security.
Although the G7 working group has attempted to organize these concepts, I think it is important to reconfirm
the unified concepts of research security in Japan, the United States and Canada, to increase confidence in
these concepts, and to share them with the research community. Such an action would also facilitate easy
reciprocity for researchers who collaborating with each other from these three countries.

1 Thirdly, even if we share the same concepts of research integrity and research security, we should not
necessarily adopt exactly the same approach when working towards these goals. While sharing the
approaches taken in Japan, the US and Canada, we should also recognize the differences and adopt methods
that suit us.

1 Forth Noting that research security cooperation between the US, Japan and Canada should be used to help
deepen advanced research cooperation, because security is the foundation of trust.

1 Incidentally, there was a discussion about security clearance. I think it will become a topic of conversation
soon, as it will soon come into effect. However, I want to make sure there is no misunderstanding on this
point. Today's discussion is about fundamental research, so there is no need for clearance. Therefore, the
method will be open source DD, not proper investigation. However, the US ecosystem is such that 4 million
people with clearance or experience contribute to fundamental research, so the issue is how Japan will build
such an ecosystem in the future. I think it is necessary to consider policies with such goals in mind in the
future.

1 Now, based on these points, I feel it is important to create an international cooperative system that
addresses the issues that were pointed out this time, as well as the individual issues that were pointed out
at the symposium last June, the risks that were introduced today, and new issues such as the problem of
unintentional co-authorship and dealing with paper mills.

1 The direction of these efforts should not be limited to Japan, the United States and Canada, but should also
be the same for each of the G7 countries. I understand that this year's G7 Summit will be held in Kananaskis,
Alberta, with the Canadian government acting as chair. I would like to take this opportunity to ask that you
deepen intergovernmental cooperation and promote the development of an environment that makes the most
of the functions of universities that share the same values, specifically, free research and the pursuit of
knowledge.

1 Today's discussions were very informative for us in terms of actual university initiatives and the future
activities of the consortium. There are many issues to be addressed, such as human resource development,

training, awareness-raising and system building. It is important to discuss who will become the experts in



this field. How will the parts that cannot be done with black-and-white regulations be managed on the
ground? And for that, as Dr. Ara mentioned at the end, I think the most important issue is for universities
themselves to build trust in their relationships with the research community, and for the government to
support this. Also we should include shared programs, processes, or agreements to have joint training for
research security practitioners; and creating mechanisms for information sharing between domestic and
international universities.

I In light of the initiatives being taken by the various countries we have heard about today, I think we need
to continue to consider good ways of doing things, even as we are running.

1 While continuing to implement individual initiatives, one of today's guests said before this conference that
the Japanese consortium should hold an annual general meeting that is open to the public, rather than just
an internal meeting. I think that the consortium should take such an open approach. I look forward to seeing

you all again at that time.
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International Conference on “The role of independent
universities in global competition: collaboration with society, January 28, 2015
governance and compliance”

Ints at the conference suggested that the
rch Integrity may be a concept created or
d by U.S, universities, which have rapidly
ships with society since 1980, in order to
- of their existence. Research Integrity is
e | : s been widely used since the 1980s, when
Wﬂﬂl![l | . enacted. Dr. Ara Tahmassian,
S ) Harvard University, who was our guest

10 Research Integrity in his presentation

I L archers and the society. And It

cannot be enforced, it must be practiced by those involved
themselves."
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